Module 1 Establishing Basic Networks with eNSP

Module 1 Establishing Basic Networks with eNSP
Lab 1-1 Building Basic IP Networks

Learning Objectives

As a result of this lab section, you should achieve the following tasks:
e Set up and navigate the eNSP simulator application.
o Establish a simple peer-to-peer network in eNSP.

e Perform capture of IP packets using Wireshark within eNSP.

The fundamental network behavior can be understood through the
application of packet capture tools to the network. The use of Huawei' s
simulator platform eNSP is capable of supporting both the
implementation of technologies and the capture of packets within the
network to provide a comprehensive knowledge of IP networks.

Tasks

Step 1 Initiate eNSP.

This step introduces how to start and navigate the eNSP simulator
application for rapid development of TCP/IP knowledge and familiarity
with network operation. If eNSP is not available, please inform the course
instructor

After launching eNSP, the following application user interface will be
presented. The left panel houses the icons that represent the various
products and devices that are supported within eNSP, while the central
panel provides lab examples for practice scenarios.
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After launching eNSP, users should select the New operator in the top
left corner of the application window to begin a new lab session.

The user will be presented with a canvas on which to establish a network
topology for practice and analysis of network behavior. In this example a
simple peer-to-peer network using two end systems is to be established.

Step 2 Build a Topology.

Select the End Devce icon in the top left panel to reveal a list of end
devices that can be applied. Select the Laptop icon and drag it to the
canvas, release the icon to place it on the canvas.
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The same action should be taken to position a second laptop on the
canvas for establishing the peer-to-peer network topology.

The devices on the canvas represent simulated end systems that can be
used to emulate real world operations.

Step 3 Establish a physical medium.

Select the connections icon from the upper left panel to reveal a list of
media that can be applied to the topology. Select the copper (Ethernet)
medium from the list. Once the icon has been clicked, the cursor will
represent a connector to show the current role of the cursor as a
connector. Click on the client device to reveal a list of port interfaces
supported by the simulated device. For the client click the option for
Ethernet 0/0/1 to apply the connection.
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Once this has been achieved, click on the peering device to apply the
opposite end of the medium to the end system. Again select the
interface Ethernet 0/0/1 to establish the medium between the two
devices and complete the construction of a peer-to-peer topology.

The establishment of a point-to-point network reveals a connection with
two red dots on the medium that represent the current state of the
interfaces to which the medium connects as down.

Step 4 Access the end system settings.

Select the end system and use the right click option to display a
properties menu. The settings option should be selected in order to
display the current system settings for the end system devices.
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The settings option in the properties window reveals a set of four tabs
for establishment of basic configuration, the device command line
interface, multicast traffic generator configuration, and UDP packet
generator configuration.

Step 5 Configure the end system.

Ensure the Basic Config tab is selected and enter a host name in the Host
Name field window. Ensure the IPv4 configuration is currently set to
static and configure an IP address in the IP address window. It is
recommended that the address (together with the subnet mask) be
configured as shown in the below example. Once this has been
configured, click the Apply button in the bottom left corner of the
window before closing with the x in the top left corner of the CLIENT 1
window.
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The same process is required for CLIENT2. It is recommended that
initially the IP address 192.168.1.2 be configured, with a subnet mask of
255.255.255.0.

The basic configuration enables peer-to-peer communication to be
supported between the two end systems.

Step 6 Initiate the end system devices.

The devices can be activated using one of two methods. The first
involves using the right click option to open the properties menu and
select start for the individual icons. The alternative involves dragging the
cursor over the icons (as shown) to highlight multiple devices and using
the right click settings option start multiple devices simultaneously.
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Once the devices are online and active, it is common to notice a change
in the status of the connectors through a switch in the colour of the red
dot on the medium to green, highlighting that the status of the
connectors is now up.

Once the devices within the network topology are operational, it is
possible to begin to monitor the flow of traffic that is carried over the
medium and the interfaces via which the devices have established a
physical peering.

Step 7 Implement the capture of packets on an interface.

Select the device to for whose interface is to be monitored and use the
right click option to display the settings menu. Highlight the capture
data option to reveal a list of interfaces that belong to the device and are
available for observation by the packet capture tool. Select the interface
from the list that is to be monitored.
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The selection of an interface will result in the activation of the Wireshark
packet capture tool for the selected interface. If additional interfaces are
to be monitored, separate instances of the same packet capture tool will
be activated.

Depending on the devices being monitored, the packet capture tool may
or may not begin to generate packet capture results for all traffic that
passes through the selected interface. In the case of the peer-to-peer
relationship, it will be necessary to generate some traffic.

Step 8 Generate traffic on the interface.

Open the command window on the client by either double clicking the
client icon and selecting the Command tab, or alternatively use the right
click option to enter the properties menu and select settings from which
point the Command tab can be selected.

The most basic means for generating traffic is through the ping
command. This can be achieved by entering ping <ip address> where
the IP address refers to the address of the peer.
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The generation of traffic will be confirmed by the resulting output in
which case the number of packets transmitted are shown to also be
received.

Following the generation of traffic, the resulting traffic flow shall be
captured by the packet capture tool and can be used for observation of
the behavior of protocols within the IP network along with details of the
various layers as referenced in the OSI reference model.

Step 9 Observe the captured traffic flow.

An instance of the Wireshark packet capture tool should currently be
active following the action to capture data on the client interface.
Maximize the active window to observe the results of the packet capture
process.
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v —
{lel Captusing from Standard input  [Wireshark 183 {SVN Rev 45256 from /trunk-18)]
om §

- — - - =|Es |
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEsAN BEERPE A DT L Qe B #Hm% 8

Filter: || ~ | Expression... Clear Apply Save

Mo, Time Source Destination Protocel Length Info
1 0.000000000 HuaweiTe cf:de:19 Broadcast ARP 60 who has 192.168.1.27 Tell 192.168.1.1
2 0.000000000 HuaweiTe_cf:1e:10 HuaweiTe_cf:de:19 ARP 60 192.168.1.2 1is at 54:89:98:cf:le:10
3 0.000000000 192.168.1.1 192.168.1.2 icmp 74 echo (ping) request 1id=0x28eb, seq=1/256, ttl
4 0.000000000 192.168.1.2 192.168.1.1 IcMP 74 echo (ping) reply id=0x28eb, seq=1/256, tt]
5 0.999000000 192.168.1.1 192.168.1.2 1cmp 74 echo (ping) request 1id=0x29eb, seq=2/512, ttl
6 0.999000000 192.168.1.2 192.168.1.1 ICMP 74 echo (ping) reply id=0x2%9eb, seq=2/512, tt]
7 2.013000000 192.168.1.1 192.168.1.2 icmp 74 echo (ping) request id=0x2aeb, seq=3/768, tt]
8 2.013000000 192.168.1.2 192.168.1.1 ICMP 74 Echo (ping) reply id=0x2aeb, seq=3/768, tt]
9 3.011000000 192.168.1.1 192.168.1.2 ICMP 74 echo (ping) request id=0x2beb, seq=4,/1024, tt|
10 3.011000000 192.168.1.2 192.168.1.1 ICMP 74 echo (ping) reply id=0x2beb, seq=4/1024, tt|
11 4.009000000 192.168.1.1 192.168.1.2 ICMP 74 echo (ping) request 1id=0x2ceb, seq=5/1280, tT|
12 4.008000000 192.168.1.2

192.168.1.1 ICMP 74 Echo (ping) reply id=0x2ceb, seq=5/1280, Tt

@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
@ Ethernet II, src: HuaweiTe_cf:de:19 (54:89:98:cf:de:19), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
@ Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 54 80 98 cf de 19 08 06 00 01 ...... T s
0010 08 00 06 04 00 01 54 89 98 cf de 19 cO a8 01 01  ...... T e
0020 ff ff ff ff ff ff cO a8 01 02 00 00 00 00 00 Q0  ......vv vevnnnnn
0030 00 00 00 00 00 00 0O OO 00 00 0O OO ... ....

lO {1 |Standard input: <live capture in progress> Fil... .. | Profile: Default

The Wireshark application contains many functions for management of
the packet capture process. One of the more common functions includes
the filter function to isolate the packet capture display to a select group
of packets or protocols. This can be achieved using the filter field below
the menu bar. The simplest filter method involves entering the protocol
name (in lower case) and pressing Enter. In the given example packets
for two protocols have been captured, entering either /icmp, or arp into
the filter window will result in only the protocol entered in the filter field
being displayed in the output.

The packet capture tool consists of three panels, to show the list of
packets, a breakdown of the content of each packet and finally display
the equivalent data format of the packet. The breakdown is invaluable
for understanding the format of protocol packets and displays the
details for protocols as referenced at each layer of the OSI reference
model.
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